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The Web Today 
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Why Representational State Transfer? (1/2) 

•  The Web is comprised of resources 

•  A resource is any item of interest 
http://gear.kku.ac.th/~krunapon 

•  A representation of the resource is 
returned  

•  The representation places the client 
application in a state 
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Why Representational State Transfer? (2/2) 

•  The result of the client traversing a 
hyperlink results in another resource is 
accessed 

•  The new representation places the client 
application into yet another state 

•  The client application changes (transfers) 
state with each resource representation à 
Representational State Transfer!	
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What is REST? 

•  REST is a term proposed by Roy Fielding 
in his Ph.D. dissertation 

•  REST is to describe an architecture style 
of networked systems 

•  REST is an acronym standing for 
Representational State Transfer 
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Roy Fielding’s Explanation 

•  Representational State Transfer is 
intended to evoke an image of how a well-
designed Web application behaves: a 
network of web pages (a virtual state 
machine), where the user progresses 
through an application by selecting links 
(state transitions), resulting in the next 
page (representing the next state of the 
application) being transferred to the user 
and rendered for their use.”	
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REST, An Architectural Style, Not a Standard 

•  REST is not a standard 
– You will not see the W3C putting out a REST 

specification 

•  REST is just an architectural style 

•  You can only understand the style and 
design your Web services in that style 
– Analogous to the client-server architectural 

style, there is no client-server standard 
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REST Uses These Standards 

• HTTP 
• URL 
• XML/HTML/GIF/JPEG/etc 

(Resource Representations) 
•  text/xml, text/html, image/gif, 

image/jpeg, etc (Resource Types, 
MIME Types)	
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The Classic REST System 
•  The Web is a REST system 
•  Many of those Web services that you have 

been using these many years 
– Book-ordering services 
– Search services 
– Online dictionary services 

•  REST is concerned with the “big picture” of 
the Web 

•  It does not deal with implementation details	
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Parts Depot Web Services 

• Parts Depot has deployed some 
web services to enable its 
customers to 
– Get a list of parts 
– Get detailed information about a 

particular part 

– Submit a purchase order  
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Get Parts List 

•  The web service makes available a URL to 
a parts list resource 

•  For example, a client would use this URL 
to get the parts list 
– http://www.parts-depot.com/parts 

•  Parts Depot is free to modify the 
underlying implementation of this resource 
without impacting clients  (loose coupling) 
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The Client will Receive 
<?xml version=“1.0”?> 
<p:Parts xmlns:p=‘http://www.parts-depot.com’  

xmlns:xlink=‘http://www.w3.org/1999/xlink’> 
  <Part id=‘00345’ xlink:href=‘http://www.parts-
depot.com/parts/00345’/> 
  <Part id=‘00346’ xlink:href=‘http://www.parts-
depot.com/parts/00346’/> 

</p:Parts> 
•  The parts has links to get detailed info about each part 
•  The client transfers from one state to the next by 

examining and choosing from among the alternative 
URLs in the response document. 
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Get Detailed Part Data 

•  The web service makes available a URL to 
each part resource 

•  For example, here’s how a client requests 
part 00345: 
– http://www.parts-depot.com/parts/00345 
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The Client will Receive 
<?xml version=“1.0”?> 
<p:Part xmlns:p=‘http://www.parts-depot.com’ 

xmlns:xlink=‘http://www.w3.org/1999/xlink’> 
 <Part-ID>00345</Part-ID> 
 <Name>Widget-A</Name> 
 <Description>This part is used within the frap 
assembly</Description> 
 … 
 <Quantity>10</Quantity> 

</p:Part>  
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Agenda 
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REST Web Services Characteristics 

•  RESTful services are stateless 
– Each request from client to server must 

contain all the information necessary to 
understand the request 

•  RESTful services have a uniform interface 
– GET, POST, PUT, and DELETE 

•  REST-based architectures are built from 
resources (pieces of information) that are 
uniquely identified by URIs	
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Principles of REST Web Service Design (1/4)  

•  The key to creating Web services 
in a REST network (i.e., the Web) 
is to identify all of the conceptual 
entities that you wish to expose 
as services 
– Above we saw some examples of 

resources: parts list, detailed part 
data, purchase order 
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Principles of REST Web Service Design (2/4)  

•  Create a URL to each resource.  The 
resources should be nouns, not verbs 

•  For example, do not use this 
– http://www.parts-depot.com/parts/getPart?

id=00345 

•  Note the verb, getPart   Instead, use a 
noun  
– http://www.parts-depot.com/parts/00345 
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Principles of REST Web Service Design (3/4)  

•   Categorize your resources according to 
whether clients can just receive a 
representation of the resource or whether 
clients can modify (add to) the resource 

•  All resources accessible via HTTP GET 
should be side-effect free 

•  No man/woman is an island 
– Put hyperlinks within resource representation to 

enable clients to drill down for more information 
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Principles of REST Web Service Design (4/4)  

•  Design to reveal data gradually 
– Don’t reveal everything in a single response 

document 
– Provide hyperlinks to obtain more details 

•  Specify the format of response data using 
a schema (DTD, W3C Schema) 

•  Describe how your services are to be 
invoked using either a WSDL document or 
simply an HTML document	
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Multiple Representations 
•  Offer data in a variety of formats 

– XML 
–  JSON 
–  (X)HTML 

•  Support content negotiation 
– Accept header 

•  GET /foo 

– Accept: application/json 
•  URI-based 
•  GET /foo.json 
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What Makes up a REST Request? •  Resources  (nouns) 
–  Identified by a URI 

•  http://www.parts-depot.com/parts 

•  Methods  (verbs) to manipulate the nouns 
– Small fixed set: GET, POST, PUT, and DELETE 

•  Representation is how you view the State  
– Data and state transferred between client and 

server  
– XML, JSON... 

•  Use verbs to exchange application state and 
representation	
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HTTP Request/Response as REST 
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HTTP Methods: GET 

•   Retrieve whatever information (in the form 
of an entity) is identified by the Request-
URI 

•  Retrieve representation, shouldn’t result 
in data modification 

•  Cacheable 

•  Example 
– GET /music/artists/beatles/recordings 

27 

HTTP Methods: POST 

•  Request that the origin server accept the 
entity enclosed in the request as a new 
subordinate of the resource identified by 
the Request-URI 

•  POST to add new information 
•  Add the entity as a subordinate/append to 

the POSTed resource 
•  Example 

– POST /music/beatles 
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HTTP Methods: PUT 

•  “Requests that the enclosed entity be 
stored under the supplied Request-URI”, 
create/put a new resource 

•  PUT to update information 

•  Full entity create/replace used when you 
know the “id” 

•  Example 
– PUT /songs/123-456789012 
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HTTP Method: DELETE 

•  “Requests that the origin server deletes 
the resource identified by the Request-
URI” 

•  Remove (logical) an entity 

•  Example 
– DELETE /songs/heyjude 
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REST Assets   
•  Development and testing without complex toolkits 
•  Debugging of REST requests with a web browser 
•  Requires a HTTP client, available in every common 

language 
•  REST services can be easily used by AJAX 

applications 
•  APIs in REST style are more consumable than 

complex APIs 
–  Lower learning curve for consumer 
– Everything accessible through universal API 
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REST Drawbacks 

•  Restrictions for GET length sometimes 
may be a problem 

•  No direct bridge to the OOP world 
– Difference between REST and RPC style may 

be subtle sometimes, but not necessarily in 
general case 
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Security with REST 

•  Firewall 
– Operations based on URIs and HTTP methods 

– Can be filtered by firewalls 

– No need to inspect and parse, e.g., SOAP 

•  Server side 
– Simple ACL based security possible 

– Security and authentication through HTTP(S) 

– Request and response data may be secured by 
OASIS Web Services Security 
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Applying Security to REST 

•   Applying ACLs to REST methods (GET, 
POST, PUT, DELETE) 

•  Filtering query strings 
– How REST security is similar to Web 

Application Security 

•  Logging and keeping an audit trail of 
REST data 

•  How Google and Amazon apply security to 
their REST interfaces	
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Query Strings and Web Application (1/2) 

•   We’ve seen that in practice, REST 
means: “HTTP GETs with the parameters 
passed in the QueryString” 

•  This means that many standard Web 
Application Security techniques are 
applicable to REST Web Services 
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Query Strings and Web Application (2/2) 

•  Validating the size of parameters on the 
QueryString 

•  Validating the content of parameters on 
the QueryString 

•  Examining parameters in the QueryString 
for known attacks such as SQL injection 

•  Applying regular expressions (RegEx’s) to 
QueryString parameters	
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Logging and Audit Trail (1/2) 

•  With REST, the URIs are the audit trail 

•  Unless SSL is used, network infrastructure 
can cache, or log, information that is 
contained in HTTP QueryStrings 
– Has privacy implications, e.g., for Google 

searches 
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Logging and Audit Trail (2/2) 
•  All the information is contained in the method 

and the URI 
– This means that the URI can be “replayed” 
– Sequences of URIs can be “replayed” to replay a 

transaction 

•  With SOAP, the invocation data is in the 
SOAP message contained in the POST, not 
in the URI 
– The POST itself may not be logged, depending on 

your Web server logging configuration 
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REST Security Conclusion 
•  REST theory is quite complex and academic 
•  Rest practice is simple, allowing quick-and-dirty Web Service 

creation and deployment 
•  Many principals of Web Application Security apply 

–  Never trust your input 

•  Amazon and Google, amongst others, have REST Web 
Services 
–  Developers expect the option of SOAP or REST 

•  Plain “XML Firewalls” don’t filter traffic to REST Web 
Services, since in practice REST is almost always “HTTP 
GET in, XML out” 

•  Consider a unified approach that protects both SOAP and 
REST 
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Conceptual Diagram of REST 
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Reference: http://res.sys-con.com/story/apr05/79282/fig1.jpg 

Conceptual Diagram of SOAP Web 
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Implementing a Web Services using REST 

Response 
(HTML/XML doc) 
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HTTP GET request URL 1 

HTTP response 

Response 
(HTML/XML doc) 

HTTP GET request URL 2 

HTTP response 

HTTP POST URL 3 

HTTP response URL to submitted PO 

PO 
(HTML/XML) 

Parts 
List 

Part 

PO 

http://www.parts-depot.com/parts/0035 
 

Implementing Web Services using SOAP 1.1 

In SOAP 1.1  

• All requests are made using the HTTP Post 
Method  

• The target operation is hidden inside the 
SOAP envelope. 

• A SOAP server has to peek into this 
document to determine what procedure to 
invoke. 
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Example of A Soap Request 
<?xml version="1.0"?> 
<soap:Envelope xmlns:soap="http://

schemas.xmlsoap.org/soap/envelope/"> 
    <soap:Body> 
        <p:getPart xmlns:p="http://www.parts-

depot.com"> 
              <part-id>00345</part-id> 
        </p:getPart> 
    </soap:Body> 
</soap:Envelope> 
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Implementing Web Services using SOAP 

Request 
(XML doc) 

Response 
(XML doc) 
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SOAP envelope 

HTTP POST 
URL 1 

HTTP Response 

  getPartsList() 

Request 
(XML doc) 

Response 
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HTTP POST 
URL 1 

HTTP Response 
getPart(id) SOAP Server 

PO 
(XML doc) HTTP POST 

URL 1 
submit(PO) 

Response 
(XML doc) HTTP Response 

Note the use of the same URL (URL 1) for all transactions. The SOAP Server parses the  
SOAP message in the envelope to determine which method to invoke.  All SOAP messages are 
sent using an HTTP POST. 
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Implementing Web Services using SOAP 1.2 

In SOAP 1.2 

•  You have the option of using both HTTP 
Get and Post methods 

•  All resources that have their own URI can 
be accessed using the HTTP Get method 

•  Most SOAP Servers are still using the 
RPC style of HTTP Post   
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Caching in SOAP 1.1 
• In SOAP 1.1 no Caching was possible with 
SOAP, because the cache server could not 
determine 
– If data is being requested, as SOAP operations 

are always HTTP Post, even requests. 

– What resource is being requested as the URI is 
always to the SOAP server, not the target 
resource 
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Caching in SOAP 1.2 

•  In SOAP 1.2 you do have the option of 
declaring your resources with URI’s and 
using HTTP Get 

•  Only these SOAP resources can be 
cached. 
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REST vs. SOAP Scorecard (1/3) 
Issue REST SOAP 

Standards-
based 

Yes, existing 
standard like 
XML and HTTP 

Yes, old and 
new standards 
together 

Development 
tools 

Few, not largely 
necessary 

Yes, plentiful 
commercial and 
open source 

Management 
tools 

Uses existing 
network tools 

Yes, often 
costly but in 
abundance 
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REST vs. SOAP Scorecard (2/3) 
Issue REST SOAP 

Extensible Not in a 
standards-based 
way 

Yes, many 
extensions, 
including the 
WS-* 
standards 

Service-
oriented 
architecture 
friendly 

Limited, few 
building blocks 
for advanced 
service-
orientation exist 

Yes  
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REST vs. SOAP Scorecard (3/3) 
Issue REST SOAP 
Platform restrictive No, easy to use 

from virtually all 
OS, language, and 
tool platforms 

Somewhat, the 
more of SOAP 
used, the more 
restrictive it can 
be 

High performance Yes Slower than 
REST, but SOAP 
1.2’s binary 
compression may 
change that 
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Summary of REST Features 

•  Messages are represented in plain XML 
•  HTTP is used for the transfer protocol 
•  HTTP verbs are used for access/

manipulation commands 
•  URIs are used to uniquely identify resources 

in message 
•  HTTP authentication provides security 
•  There is no formal method for expressing the 

interface contract 
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Summary of SOAP Features 

•  Messages are represented in a 
standardized XML SOAP “envelope” 

•  Can be bound to various protocols 
including HTTP and SMTP 

•  Access to and manipulation of data are 
application specific 

•  Security is not described by SOAP and is 
to be provided by the developer 

•  XML schemas are used to define the 
contract between client and service 
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Number of REST and SOAP APIs 

•  Statistics at www.programmableweb.com 

•  About protocols and formats 

•  For all 5360 listed APIs 
– 3635 APIs use REST protocol  

– 2541 APIs use REST with XML format 

– 2103 APIs use REST with JSON format 

– 1011 APIs use SOAP protocol 
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The Most Popular APIs 
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REST vs. SOAP 

•  The main advantages of REST web 
services are: 
– Lightweight - not a lot of extra xml markup 
– Human Readable Results 
– Easy to build - no toolkits required 

•  SOAP also has some advantages: 
– Easy to consume - sometimes 
– Rigid - type checking, adheres to a contract 
– Development tools 
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Caching in REST 
• A Cache Server is able to store a copy of 
any response to a HTTP Get request. 

• This shortens the distance that the client 
must go to get the data, thus speeding up 
the request. 

• The results of a resource request in REST 
contains an indication in the HTTP header 
of whether these results are cacheable 
(and when the data will become stale). 
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When to Use Which Approach 

•  REST is an attractive choice 
– Basic applications that involves high levels of 

interoperability between multiple platforms 

•  SOAP is appropriate for 
– Large, formal applications that require 

advanced capabilities between relatively 
homogenous systems 
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When to Use REST 
•  The web services are completely stateless 
•  A caching infrastructure can be leveraged for 

performance.    
•  The service producer and service consumer 

have a mutual understanding of the context   
•  Bandwidth is particularly important and needs 

to be limited 
•  Web service delivery or aggregation into 

existing web sites can be enabled easily with 
a RESTful style	
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REST with AJAX 

•  Developers can use technologies such as 
AJAX to consume the services in their web 
applications 

•  Services can be exposed with XML and 
consumed by HTML pages  
– Without significantly refactoring the existing 

web site architecture  
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When to use SOAP 

•  A formal contract (WSDL) must be 
established to describe the interface that  
the web service offers 

•  The architecture must address complex 
nonfunctional requirements 
– Transactions, Security, Addressing, Trust, 

Coordination 

•  The architecture needs to handle 
asynchronous processing and invocation	
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